IMAMSITKA
JJIS1 OBYUAIOIIUXCS Ob HHO®OPMAIIMOHHOM
BE3OIIACHOCTHU JETEU

HEJIb31

1. Bcem moapsin cooOuiaTh CBOIO YacTHYIO MHGMOpPMAIUIO (HACTOSIIHUE MM,
dbamummio, TenedoH, aapec, HOMEp IIKOJbI, a Takxke Qotorpadhuu CBOU, CBOEH
CEeMbH U JIpy3ei);

2. OTKpbIBaTh BJOKEHHbIE (Dailyibl AJIEKTPOHHOW MOYTHI, KOT/la HE 3HaCIlb
OTIIPaBUTES;

3. I'pyOuth, mpuaupatbcs, OKa3bIBaTh JaBIEHUE - BECTU ce0s HEBEXKIUBO U
arpeccuBHO;

4. He pacnopsiokaiics AeHbraMu TBOEH ceMbU 0€3 pa3pellieHusi CTapliux -
BCET/Ia CIIpallliBal POAUTEIICH;

5. He BcTpeuaiics ¢ IHTEpHET-3HAKOMBIMY B PEAJIbHOM JKU3HU - IIOCOBETYUCS
CO B3POCJIBIM, KOTOPOMY JIOBEPSCIIb.

OCTOPOXHO

1. He Bce numyt npasny. Yuraeus o cede HenpaBay B HTepHETE - cO001IM
00 3TOM CBOMM POJUTENSIM UJIU ONIEKYHaM;

2. IlpurnamaroT nepenuchiBaThCs, UrpaTh, OOMEHUBATHCS - IPOBEPD, HET JIU
II0JIBOXA;

3. HezakonHoe komnupoBanue (aiiiaoB B IHTepHETE - BOPOBCTBO;

4. Bcerma pacckaspiBail B3pOCHBIM O MpoOJieMax B CETH - OHH BCeraa
MOMOTYT;

5. Ucnonb3yi HACTPOMKU 6€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPATH
CBOM aKKayHTBI B COLICETSX U JPYTHX MOpTaliax.

MOXHO

1. YBaxali qpyrux mnoJjib30BaTeie;

2. Ionw3yenibest UHTEpHET-UCTOYHUKOM - JieJIall CChUIKY Ha HEro;

3. OTKpbIBaii TOJIBKO T€ CCHUIKH, B KOTOPHIX YBEPEH;

4. OOmarbcs 3a TMOMOUIBIO B3pPOCIBIM - POJUTENH, OMNEKYHbl H
aJIMUHUCTpALIMSI CATOB BCETla TOMOTYT;

5. Tlpoiinu oOydenue Ha caite "CeTeBUUOK" U MOJYyYH MACIOPT HUGPPOBOTO
rpakJaaHuHa!

MHO®OPMALIMOHHAS TIAMSATKA
TUISI OBYYATIOIIUXCS 1J151 PASMEIIEHUS
HA OPUINAJIBLHBIX MHTEPHET-PECYPCAX

C KaXXIbIM T0A0OM MOJIOACKHN B HHTCPHETC CTAHOBHUTLCIA 60J'IBIIIC, a
IMKOJbHHUKHM OAHHN M3 CaMBbIX AKTHUBHBIX MOJIb30BaTeNICH PyHeTa. MG)KI[y TEM,




IIOMHUMO OI'pOMHOI'0 KOJIMYCCTBA BOBMO)KHOCTGI\/'I, HHTCPHECT HECCT U HpO6J’ICMBI.
OTa namsTKa JOJIZKHA IIOMOYb TeOe Oe301acHo HaXOJHUTBCA B CCTH.

KoMmnbrorepHbie BUPYChI

KoMmnproTepHBIii BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrpaMM,
OTJIMYUTEIHHOU OCOOEHHOCTBIO KOTOPOU SIBIISIETCS CIOCOOHOCTH K Pa3MHOKEHUIO.
B nononHeHue Kk 3TOMy, BUPYChl MOTYT NOBPEAUThH WUJIN MOJHOCTHIO YHHUUTOKUTH
Bce (pailyibl U JTaHHBIE, TIOJIKOHTPOJILHBIE TTOJIH30BATENI0, OT HMEHU KOTOPOTO ObLIa
3amyllieHa 3apakKeHHas NporpamMma, a TAaKKe MOBPEIWTh WIH NAXKE YHUUYTOXKUTh
OTICPAIIMOHHYIO CHUCTEMY CO BcemH (haitylaMu B 1esioM. B OONBIIMHCTBE CiTydacB
pPacpOCTPAHSAIOTCS BUPYCHI YEPE3 HHTEPHET.

MeToabl 3aIUTHI OT BPEIOHOCHBIX NPOTPaAMM:

1. Ucnosnb3yil COBpEMEHHbIE ONIEPAIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HbIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX MTPOTPAMM;

2. IlocrossHHo ycrtaHaBnuBaili mnayTd (UKMQpPOBBIE 3aIUIaTKU, KOTOpHIE
aBTOMATUYECKH YCTAHABJIMBAIOTCA C LIENBI0 JOPAOOTKU MPOTrpaMMbl) U JIpYyrue
OOHOBJIEHUSI CBOEW omepanroHHOM cuctembl. CkauuBail HMX TOJBKO C
opunmanbHoro caiita paspadorunka OC. Ecim  cymiecTByeTr — pexuMm
aBTOMATUYECKOTO OOHOBJIEHUS, BKIIIOUH €T0;

3. Pabotaii Ha cBoeM KOMIBIOTEpE IOJ IMpaBaMH IMOJb30BATENs, a HE
aAMUHUCTpATOpa. OTO HE MO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrpamMm
VMHCTAJUIMPOBATHCS HA TBOEM IEPCOHATBHOM KOMITBIOTEPE;

4. HWcnonp3yid aHTUBHUPYCHBIE MPOTPAMMHBIE MPOAYKThl  H3BECTHBIX
MIPOU3BOJUTENEH, C aBBTOMAaTHUYECKUM OOHOBJICHHEM 0a3;

5. Orpaanub pU3NIECKUN JOCTYI K KOMIBIOTEPY JUIsl TOCTOPOHHUX JIHIT,

6. Vcnonws3yii BHENMIHWE HOCUTENW WMHGOPMAIMK, Takue Kak (hIerika, JUCK
WK (Qaiil U3 UHTEPHETA, TOJIBKO U3 IIPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBail KOMIbIOTEpHBIC (aiiabl, MOJYYEHHBIE W3 HEHAJACKHBIX
UCTOYHUKOB. Jlaxe Te (ailyibl, KOTOphIe MPUCTaT TBOM 3HAKOMBIN. Jlydile yrouHu
y HEro, OTIPAaBJIsI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 3T0 He BuA nepegadyu AaHHBIX, HE TEXHOJOTHUS, a BCEro JUIIb OpeH,
mapka. Eme B 1991 romy Humepmaniackas KOMIAHUS 3aperHCTPUpOBaAa OpEHIT
"WECA", uto o6o3nauyano caoBocouetanue "Wireless Fidelity", koropsrii
NEPEeBOIUTCS Kak ""0ecrpoOBOIHAs TOUHOCTD'.

Jlo Hamero BpeMeHH Jomia aApyras ab0peBuaTypa, KOTopas SBISIETCS TaKOU
&Ke TexHosorue. Jto abbpeBuatypa "Wi-Fi". Takoe Ha3BaHme ObUIO JaHO C
HAMEKOM Ha CTaHAapT BbIclIeld 3BykoBoil TexHuku Hi-Fi, uyto B mepeBoxe
O3Ha4aeT "BBICOKAS TOUHOCTH'.

Ja, OecriaTHbIM MHTEPHET-IOCTYN B Kade, OTeNsIX M a’dpornopTax SBIISETCS
OTJINYHOW BO3MOXKHOCTBIO BBIXO/Aa B MHTEepHET. HO MHOTHE 3KCHepThl CUMUTAIOT,
yT0 o0mmeaoctynubsie Wi-Fi ceTu He sBisitoTcst 6€301acHbIMU.

CoBeTsl 0 6€30MacHOCTH pabOThI B 00111€10CTYIHBIX ceTsax Wi-fi:

1. He nepenaraii cBoro JinuHy0 uHGOpMaIui yepe3 obmenoctynsasie Wi-Fi




cetu. PaboTast B HUX, )KeJIaTeIbHO HE BBOJUTH MAPOJIM JOCTYIIA, JJOTUHBI U KaKHe-
TO HOMEpA;

2. Vcnonp3yit 1 OOHOBJISIM aHTUBUPYCHBIE MPOTpaMMbl U OpaHamayep. Tem
caMbIM Thl 00e30MacHIllb ce0s OT 3aKauKu BUPYCa HAa TBOE YCTPOICTRO;

3. IIpu ucnonszoBanuu Wi-Fi otkmtoun Gyskiuro "OO6muit qocTyn K (aitinam
u npuntepam". JlanHas QyHKIMS 3aKphiTa MO YMOJYAHUIO, OAHAKO HEKOTOPHIE
M0JI30BATEIM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIIOJIb30BaHUs B paboTe win y4eoe;

4. He wucnons3yét nyOonumunsii WI-FI mis mepenaum JIUYHBIX JIaHHBIX,
HaIrpuMep ISl BBIX0J1a B COLIMATbHBIE CETH WM B DJIEKTPOHHYIO MOYTY;

5. Wcnonb3yil Tonbko 3amuiieHHoe coequnenue uepe3 HTTPS, a ne HTTP,
T.€. mpu Habope BeO-aapeca BBoau nMeHHO "https://";

6. B moOunsHOM Tenedone otkmoun ¢yHkuuio "llogkmouenne xk Wi-Fi
aproMarnuecku". He momyckail aBTOMaTHM4e€CKOIro MOJKIIOYEHUS YCTPOMCTBA K
cetsiMm Wi-Fi 6e3 TBoero coriacusi.

CoumnajnbHbie ceTH
ConuanbHble CETH aKTUBHO BXOJSAT B HAIly >KM3Hb, MHOTHE JIIOJU PAa0OTAIOT U
KUBYT TaM IOCTOsIHHO, a B Facebook yxxe 3apeructpupoBaH MUILIMAp]] YEJIOBEK,
YTO SIBJIAETCA OJHOM CEAbMOU BCeX KHUTeNeH MmiaaHeTsl. MHOTHE MOJIb30BATENH HE
NOHUMAIOT, YTO MHGpOpMALMs, pa3MElIeHHass MU B COIMAIBbHBIX CETAX, MOXKET
ObITh HaliJleHa W WCIOJIb30BaHA K€M YTOJHO, B TOM YHCJE HE 00S3aTEIbHO C
OJIaruMU HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MTACHOCTH B COITUATBHBIX CETSIX:

1. Orpanuub ciucok npy3eil. Y Te0s B Apy3bsiX HE JOJDKHO OBITH CIyYailHBIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amuiiail CBOIO YacTHYIO )KU3Hb. He yka3wiBaii mapomu, TenedoHsl, aapeca,
JaTy TBOEr0 POXACHUS M JPYTYIO JUYHYI0 HHPOpMalUio. 3JIOYyMBIIIICHHUKA
MOTYT HCIOJIb30BaTh Jake HWHGOpPMAIMI0 O TOM, KaK Thl U TBOU POAMUTENU
IUTaHUPYETE TPOBECTH KAHUKYIIBL;

3. 3amumiail cBOIO pernyTaluio - Jep>KU €€ B UNCTOTE U 3a/1aBail cebe BOmpoc:
XoTen Obl Thl, YTOOBI APYrH€ IMOJb30BATEIM BHJEIU, YTO Thl 3arpyskaeub?
[Togymaii, mpexkie 4eM 4TO-TO OMyOJIMKOBATh, HANMCATDh U 3arPy3UTh;

4. Ecnu Tl TOBOPHILb C JIOJbMH, KOTOPBIX HE 3HAElIb, HE MCHOJb3YH CBOE
peasibHOE MMS U JIPYTYIO JTUYHYIO WH(OPMAIUU: UMsI, MECTO JKHTEIIbCTBA, MECTO
yueObl U Tpouee;

5. W3berait pazmemnienns ¢otorpaduit B MIHTEpHETE, TNIe THI M300pakeH Ha
MECTHOCTH, IT0 KOTOPOH MOKHO OTIPEICIUTH TBOE MECTOIOJIOKECHUE;

6. Ilpu peructparuu B COIMATBHOM CETH HEOOXOAMMO HCIIOIH30BAThH
CJIOKHBIE TIAPOJIH, COCTOSMINE W3 OyKB M ITU(MP U ¢ KOJIMIECTBOM 3HAKOB HE MEHEE
8,

7. Jlns  comuadbHOM CETH, TOYThl M JAPYTHX CaWTOB HEOOXOIUMO
UCIOJIb30BaTh pa3Hble mapoiu. Toraa eciau Teds B3JIOMAIOT, TO 3JI0YMbBIIUICHHUKA
NoJIy4aT JIOCTYII TOJIbKO K OJTHOMY MECTY, a HE BO BCE Cpaszy.




JJIeKTPOHHBIE IEeHbI'N

DNEeKTpOHHBIE JEHBIM - 3TO OYEeHb YOOOHBIM CHOCOO TUIaTeXeW, OJIHAKO
CYIIECTBYIOT MOLLIEHHUKH, KOTOPBIE XOTST MOJYYUTh ITH ACHBIH.

DJIEKTPOHHBIE IEHbIU MOSBUJIMCH COBCEM HENABHO U UMEHHO M3-3a 3TOTO BO
MHOTMX T'OCYAapCTBax J0 CHUX IIOP HE NPOIMKUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHU (DYHKIIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, e UX
pa3AeNstoT Ha HECKOJIBKO BHUJIOB - aHOHMMHBIE U HE aHOHHMMHBbIE. Pa3HuIa B TOM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOJIUTH omepanuu 0e3
UACHTU(UKAITIY TTOJIH30BATENS, @ B HEAHOHUMHBIX UJICHTU(DUKAINS TTOTH30BATEIS
SIBJISIETCST 00S13aTEIBHOM.

Taxxe cnemyer pasiauuaTh OJJIEKTPOHHBIE (uaTHble JeHBIU (paBHBI
rOCy/IapCTBEHHBIM Balll0OTaM) M D3JIEKTPOHHbIE HE(PHUATHBIE JCHBIU (HE pPaBHBI
rOCyJapCTBEHHBIM BAJIKOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON pabOTe C ANEKTPOHHBIMU JIEHbIAMU:

1. IIpuBsiku K cueTy MOOMIIbHBIN TeraedoH. ITO caMblii yIOOHBIA U OBICTPBIN
croco0 BOCCTAHOBUTH JOCTYI K cueTy. [IpuBs3aHHBIN Tene@oH MOMOXKET, €cliu
3a0yzelib CBOM IUIATEXHBIM Mapoiib WIM 3aifJilellb Ha CaWT ¢ HE3HAKOMOIO
YCTPOWCTBA;

2. HUcnonbp3yil opgHopa3oBble mnaposu. llocne mnepexoma Ha yCHIEHHYIO
aBTOpU3aIMI0 TeOe yke He OyneT yrpokaTh OMACHOCTb KPakKU WJIM IepexBaTa
IIJIATEKHOTO MapoIs;

3. BeiOepu cnoxubiii mapoinb. [IpecTymHukam OyAeT HE MPOCTO yrajaTh
CJIOKHBIN naposib. HazieskHple maposu - 3T0 Mapoiid, KOTOpbIE COAEPKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B ce0s CTPOYHBIE U MPOMUCHBIE OYKBBI, LUDPHI U
HECKOJIbKO CHMBOJIOB, TaKW€ KaK 3HAaK Jojuiapa, GyHTa, BOCKIUIATEIbHbIN 3HAK U
t.11. Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CalTaX, KOTOPBIM HE TOBEPSIEUIb.

JJIeKTPOHHASA MOYTA

DJIEKTPOHHAs IOYTa - 3TO TEXHOJOTHS U MPENOCTABISEMbIE €0 YCIYTH IO
NEPECHUIKE U MOJYYEHHUIO JIEKTPOHHBIX COOOIEHUMN, KOTOPBIE pACIPEEIIIOTCS B
KOMITbIOTEPHOU ceTH. (OOBIUHO SJIEKTPOHHBIM TMOYTOBBIA SIIUK  BBITJISIAUT
CJIeIYIOIIMM 00pa30oM: UMS_TIOJIb30BaTeNsA(@UMs_JoMeHa. Takke KpoMe repeaadn
IPOCTOTO TEKCTa, IMEETCS BO3MOXKHOCTD TepeaBaTh (pailibl.

OcHOBHBIE COBETHI IO 0€30MaCHON PabOTe C MEKTPOHHOU TOYTOM:

1. Hamo BeIOpaTh mnpaBUIBHBIA IOYTOBBIM cepBuc. B uHTEpHETE ecTb
OTPOMHBII BBIOOP OECIIIATHBIX MMOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIE JOBEPSAThH TEM,
KOT'0 3HA€Illb U KTO MEPBBIN B PEUTUHTE;

2. He yka3piBail B IMUHOM moyTe nuuHy0 nH(popmanuto. Hampumep, mydine
BBIOpaTh "My3bIKaNbHBIN (paHaT@" nau "pok2013" BmecTo "temal3";

3. Hcnonp3yid ABYX3TalHYIO aBTOPU3ALMIO. JTO KOTJa NOMUMO MapoJs
HY>KHO BBOJUTH KOJI, TpUChUIaEMBbI 0 SMS;

4. BoiOepu cnoxHbli nmapoib. [ KaXa0ro No4ToBOTO SIIIMKA JA0KEH OBIThH
CBOM HAJIEKHbBIN, YCTOWYUBBIN K B3JIOMY I1apOJib;

5. Ecimu ectb BO3MOXHOCTH HalKMcaTbh CaMOMYy CBOM JIMYHBIA BOIIPOC,




WCIIOJIB3YHM 3Ty BO3MOXHOCTB;

6. Hcnonb3yil HECKOJbKO IIOYTOBBIX SIIMKOB. IlepBblid i1 4YacTHOM
MEePEeNUCKU C aJpecaTramu, KOTOPbIM Thl JOBEpSElIb. ITO JICKTPOHHBIA apec HE
HAJI0 UCIOJIB30BaTh PH perucTpanuu Ha Gopymax U caiTax;

7. He oTkpeiBaii (ailyibl U Jpyrue BIOKEHUS B MUCbMaxX, JaXe €CJIM OHU
NPUIIUTH OT TBOMUX JApy3el. Jlydlie yro4Hu y HUX, OTHPABJISIM JU OHU TeOE ITU
Gbaiibr;

8. Ilocne oxoHwyaHWs pabOTHI HAa TIOYTOBOM CEPBHUCE TEPEN 3aKPHITHEM
BKJIAJIKU C CAUTOM He 3a0y/1b Ha)KaTh Ha "BeiidT".

KubepOy/uIMHT WM BUPTYaJIbHOE H3/1€BaTeJIbCTBO

KubepOynnuar -  mpecienoBaHWe  COOOIIEHUSMH,  COJEPIKAIUMH
ockopOIieHus, arpeccuro, 3aIlyTMBaHUE; XYJIUTaHCTBO; COLIMAJIBHOE
OOMKOTUPOBAHUE C TOMOULIBIO PA3IMYHBIX HUHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 10 0OPHOE C KHOESPOYIITUHTOM:

1. He 6pocaiics B 60ii. JIyummuii crioco6: mOCOBETOBAThCS Kak ce0sl BECTH U,
€CJIM HET TOro, K KOMY MOKHO OOpaTUThCS, TO BHayayie yCHoKouTbcs. Ecimu Tbl
HaYyHElIb OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJEHUs, TO TOJBKO elle OoJibliie
PazoAKeNIb KOHPIIHKT;

2. Ynopaisiii cBoel kubeppenyraiuei;

3. AHOHMUMHOCTH B ceTd MHUMas. CyIIeCTBYIOT CIOCOOBI BBIICHUTBH, KTO
CTOWT 32 aHOHHMHBIM aKKayHTOM;

4. He crouT BecTH XyJIUTaHCKUU 00pa3 BUPTyaJdbHOU >ku3HH. HHTEpHET
¢ukcupyeT Bce TBOM JACWUCTBHUA M COXpaHIET HX. YJaIUTh UX OyJeT KpaiiHe
3aTpyIHUTEIBHO;

5. Cobmroait CBOIO BUPTYaJIbHYIO YE€CTh CMOJIONY;

6. UrHopupyd enuHuuyHblii HeraTuB. OJIHOpPA30BbIE OCKOPOUTEIBHBIC
cooOuleHust Jy4uie urHopupoBaTb. OOBIYHO arpeccusi TMpeKpalaercs Ha
HayaJbHOM CTaJuU;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMU, B
COIIMAJIbHBIX CETAX €CTh BO3MOXXHOCTb OJIOKMPOBKHU OTIIPaBKM COOOUIEHUH C
ONIPEACIICHHBIX aJIPECOB;

8. Ecau Th1 cBugetens kubepOyiuHra. TBOM AEHCTBUSA: BBICTYIUTH MPOTUB
npecieioBaTens, MoKa3aTb €My, YTO €ro JACHCTBUS OLIEHUBAIOTCS HETaTHBHO,
NOJIEPKaTh KEPTBY, KOTOPOW HyKHA ICHUXOJOTMYECKas MOMOINb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoOuiabHbIH Tes1e)oH

CoBpeMeHHbIE cMapT(OHBI U TUIAHIIIETHI COJEPKAT B ce0€ BIIOJIHE B3POCIBIM
(GyHKUIHMOHAT, W Temepb OHM MOTYT KOHKYpPUpPOBaTh CO CTal[MOHAPHBIMU
KoMIibtoTepamMu. OJJHAKO, CPEACTB 3aLIUTHI JJI MOJ0OHBIX YCTPOUCTB MOKA OYEHb
Mmajo. TectupoBaHWe M TIOMCK YSA3BUMOCTEH B HHUX TPOUCXOJIUT HE Tak
MHTEHCUBHO, Kak ais [1K, To sxe camoe kacaeTcst 1 MOOMIIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIe MOOUIIbHBIE Opay3ephl yoKe MPAKTUUYECKH J0THAIN HACTOIbHbBIC
aHaJOTH, OJHAKO paclMpeHue (yHKIMOHAJa BJEYET 3a COo0O0M OOJIbIIYIO




CJI0’KHOCTh M MEHBIIIYIO 3aIUIIIEHHOCTb.

Jlaneko He Bce MPOU3BOJUTEIN BBINYCKAIOT OOHOBJIEHMS, 3aKPbIBAIOIIUE
KPUTUYECKUE YSI3BUMOCTH JIJISi CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI 1J1 0€30MaCHOCTH MOOUIILHOTO Tese(oHa:

Huuero He sBisieTcst mo-HacrosinieMy OecruiaTHbIM. Byanb oCcTOpokeH, Beab
Korjia Tebe mpeasaratoT OecIyIaTHBIM KOHTEHT, B HEM MOTYT OBbITh CKPBITBI KaKHe-
TO MJIATHBIE YCIYTH;

Hymaii, mpexxae yem otnpaButh SMS, ¢hoTo nnn Buaeo. Thl TOYHO 3HACIID,
r7e oHu OyTyT B KOHEYHOM UTOTE?

Heo6xoammo 0OHOBIIATH OMIEPAITMOHHYIO CHCTEMY TBOEro cMapThOHa;

Hcnonp3yit aHTUBUPYCHBIE TPOrPAMMBI JIJIsI MOOMIIBHBIX TEIe()OHOB;

He 3arpyxaii npuiaoxeHUs OT HEU3BECTHOTO HCTOYHHMKA, BEIb OHU MOTYT
COJIepKaTh BPEIOHOCHOE MPOTrpaMMHOE 00ECIICUCHHUE;

[Tocne Toro xak Thl BBIMJEUIb C CaiTa, /i€ BBOJAWI JUYHYIO HUHPOpPMALHUIO,
3aiijiu B HACTPOMKM Opay3epa u yaaiau cookies;

[lepuonnuecku mpoBepsii, Kakue IJIaTHbIE YCIYTM aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBaii cBOl HOMep MOOWJIBHOTO TejedoHa TONBKO JIIOASAM, KOTOPBIX ThI
3Haelllb U KOMY JOBEpSEIlIb;

Bluetooth nomkeH OBITH BBIKIIOYEH, KOTJa Thl UM HE Mojb3yeunibcs. He
3a0bIBail MHOTIa IPOBEPSITH 3TO.

Online urpsi

CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO  KpPacO4HbIE, 3aXBaThIBAIOLIUE
pa3BlieueHUs, OOBEAMHSIONINE COTHH THICSY YEIOBEK MO Bcemy Mupy. WUrpokwm
WCCJCAYIOT JaHHBIA UM MHUP, OOMIAIOTCSA JPYT C JIPYrOM, BBHITIOJNHSIOT 3aJIaHuf,
CpaXkaroTCsi C MOHCTPAMHM M IOJY4YarOT OMNbIT. 3a YAOBOJBCTBUE OHU ILJIATAT:
MOKYMNAaroT JUCK, OTUIAYMBAIOT A0OHEMEHT WM MPUOOPETAIOT KAKUE-TO OIILIUH.

Bce atu cpeacTBa uayT Ha NOAJIEPHKAHUE U PA3BUTHE UIPbL, @ TAKXKE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPU3AIUMH, BBIITYCKAIOTCS HOBbBIE
naT4yu (LU@PPOBbIE 3aIIATKU JIsl IPOTPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo0HbIX Urpax CTOUT onacaThCsl HE CTOJILKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)Ku TBOETO MapoJisi, HAa KOTOPOM OCHOBaHa CUCTEMA aBTOPU3ALMU OOJIBIITNHCTBA
urp.

OCHOBHBIE COBETHI IO 0€30MMACHOCTH TBOETO UTPOBOTO aKKAYHTA:

1. Eciiu npyro#t urpok BenmeT ceOs TUIOXO0 WM CO3AaeT Tebe HEMPHUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB,;

2. Tloxamyiicss aIMUHUCTPATOPAM UTPbl HA TJIOXOE MOBEAEHUE 3TOTO UTPOKA,
JKEJIATEJIbHO MTPUJIOKUTh KaKHE-TO IOKA3aTENbCTBA B BUJE CKPUHOB;

3. He yka3spiBail 1uuHy0 nH(MOpMAaIKIO B podaiiyie Urpsi;

4. YBaxkall Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranapnuBaii HeouiimaabHbIe TTaTYX U MOJIBI;

6. Mcnosib3yil CIOKHBIE U Pa3HbIE MTAPOJIH;

7. JJaxe BO BpeMsl UTPbl HE CTOUT OTKJIFOYATh aHTUBUpPYC. [IoKa ThI Urpaelisp,
TBOW KOMIIBIOTEP MOTYT 3apa3uUTh.




@UIIUHT WM KPaKa JUYHBIX JaAHHBIX

OOBIYHOM Kpa)kel JEHET U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE YAUBUILb, HO
C pa3BUTHEM MHTEPHET-TEXHOJOIMM 3JOYMBILUIEHHUKH IEPEMECTUIINCh B
WHTEPHET, U MPOAOJIKAIOT 3aHUMAThCA " TIOOUMBIM" JIEJIOM.

Tax mnosBuUiach HOBas yrpo3a: HMHTEPHET-MOILIEHHUYECTBA WJIW (DUILIMHT,
IJIaBHAs LEJb KOTOPOTO COCTOUT B MOJNYYEHUM KOH(PHUACHLHUAIbHBIX JIaHHBIX
NOJIb30BaTeNe - TIOTMHOB W mapodeil. Ha anrmuiickom si3bike phishing unraercs
kak @umuHr (ot fishing - peiOHas noBms, password - maposp).

OcCHOBHBIE COBETHI 10 6OPHOE € PUIIMHTOM:

1. Cnenn 3a cBoMM akkayHTOM. Eciau Thl 1MOAO3peBacllb, YTO TBOSI aHKETA
Obuta  B3JIIOMaHa, TO HEOOXonMMO 3a0JOKHMpOBaTh €€ U COOOIIUTH
aJIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnonb3yii 6e3onacHble BEO-CAMThI, B TOM YHCII€, MHTEPHET-MAra3uHoB U
IIOUCKOBBIX CHUCTEM;

3. Hcnonp3yil cnoxkHble W pas3Hble mapoiau. Takum oOpa3zom, eciau TeOs
B3JIOMAIOT, TO 3JOYMBIIIJIEHHUKU IOJIy4aT AOCTYN TOJbKO K OJHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;

4. Eciu Tebs B3nOManM, TO HEOOXOAUMO MPEIyNpPEeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE JOOABIEHBI y TE€0S B APY3bsIX, O TOM, UTO T€OS B3JIOMAJH U,
BO3MOKHO, OT TBOETO UMEHH OYAET pacchlIaThCsl CIIaM M CCHUIKU Ha (DUIITHHTOBBIC
CaUThI;

5. YcranoBu HaaexHslil napoib (PIN) Ha MoOuIbHBIN TenedoH;

6. OTKIIIOUH COXpaHEHHE MapoJis B Opaysepe;

7. He otkpbiBaii (aiinel U Apyrue BIOXKEHHs B MHCbMAax, JaXKe €CIU OHU
OPUIIUTH OT TBOUX Jpy3eil. Jlydile yTouHH y HHMX, OTIPABISUIMA JIM OHU TeOE 3TU
(baiib.

Mudposas penyrauus

[{udpoBast penyTanus - 3TO HETaTUBHAS WM MTO3UTUBHAS HH(POPMAITUS B CETH
o tebe. Kommpomerupyromas nHpopmanmsi, pa3MelieHHass B HHTEPHETE, MOYKET
CEpbEe3HBIM O00pa30M OTpa3uThCS Ha TBOEH peanbHON xu3HU. "lludposas
penyTanus’ - 3T0 TBOM UMUK, KOTOPBIHA GopMupyetcst 3 nHpopManuu o Tede B
UHTEpPHETE.

TBOE MeCTO KUTETLCTBA, yueObl, TBOEC (DMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH
XapakTepa 1 paccKasbl O OJIM3KUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorue mOAPOCTKM JIETKOMBICIEHHO OTHOCSTCS K MyOJMKAIMK JTUYHON
uHpopMaiuu B MHTEepHETE, HE MOHMMAasT BO3MOXKHBIX mocieacTBuil. Tol gaxke He
CMOJXKEIIIb JTOTaaThcs 0 TOM, 4yTo ¢ororpadusi, pasMenieHHas 5 JeT Ha3al, cTajia
NPUYUHON OTKAa3a MPUHATH TeOs1 Ha paboTy.

KomMmenTapuu, pasmenienne tBoux (Gotorpaduil m apyrue ASHCTBUS MOTYT
HE HCYE3HYTh JakKe TOCIe TOTO, KaK Thl WX YJaJIWIIb. Thl HE 3HACIIb, KTO
COXpaHWJ JTy WH(POpPMAIUIO, IONaja U OHa B TIOWUCKOBBIE CHUCTEMBI H
COXpaHWJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpPY)KAIOIIHUE JIFO/H,
KOTOpBIC HAWIYT W YBUAAT 3T0. Haititu nHpOpMamo MHOTO JIET CIYCTSI CMOXKET




Tr000H - Kak U3 T0OpBIX MOOYKIEHUH, TaK U C HAMEPEHUEM MPUYUHUTD Bpe. ITO
MOJKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aLIUTE LU(POBON pPEIyTaLUN:

1. IToxymaii, mpexae 4eMm 4To-TO IMyOJIMKOBATh U NepenaBath y ce0s B Oiore
WIH B COLIMAJIHOM CETH;

2. B Hacrtpoiikax npoduis yCTaHOBH OIPaHUYEHHS HA IMPOCMOTP TBOETO
npoduIs U ero COASPAKUMOTro, cliesiaid ero ToJabKo "is apy3eit'”;

3. He pa3memaili u He yka3biBail MH(OpMAIKIO, KOTOpask MOXET KOro-iau0o
OCKOPOJISTH WA OOMXKATh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJIBHUKH - AaKTUBHBIE IIOJIb30BATE€NH  LU(POBOTO
npoctpaHcTBa. OJHAaKO [JaleKO HE BCE 3HAKOT, YTO I[OJb30BAHHE MHOTMMU
BO3MOXKHOCTSIMM  LUppoBOoro  mupa TpeOyeT  coOnoAeHuss TMpaB  Ha
MHTEJIEKTYaJIbHYI0 COOCTBEHHOCT.

Tepmun "WHTeNNIEKTyanbHasi COOCTBEHHOCTH" OTHOCUTCA K Pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOIO0 yMa, HAyMHAasi C HOBBIX H300pETEHHIl W 3HAKOB,
0003HaYaIIKUX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTd, U 3aKaHUYMUBasi KHUTAMH,
doTorpadusiMu, KHUHOPUIBMAMHU U MY3bIKAIbHBIMU ITPOU3BEICHUSMH.

ABTOpCKHE TpaBa - 3TO IpaBa HAa HMHTEIUIEKTyaJlbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPBl U UCKYCCTBA. ABTOPCKHE IIPaBa BBICTYIIAIOT B
KayeCTBE TapaHTHUU TOTO, YTO WHTEJUIEKTYyaJIbHBII/TBOPUYECKUI TPYyJ aBTOpa He
OyAeT HampacHbIM, JacT €My CIpaBeJIMBbIE BO3MOXKHOCTH 3apaboTarh Ha
pe3ynapTaTax CBOETO TpPyJAa, MOIYYUTh W3BECTHOCTh W mNpu3Hanue. Hukro 0Oe3
paspelIeHnss aBTOpa HE  MOXET BOCHPOM3BOJWTH €0  IPOU3BEICHMUE,
pacnpocTpaHsiTh, IMyOJUYHO JIEMOHCTPHPOBATh, MPOJABaTh, HMIIOPTHPOBATH,
yCKaTh B MPOKAT, MyOJMYHO HUCIIOJHSTH, MOKA3bIBATH/UCIOIHATh B 3(upe wiu
pa3mewiars B MlHTepHeTe.

Hcnonb3oBanue "muparckoro” nporpaMMHOIO 00ECIEYeHUs] MOXKET MPUBECTH
K MHOTMM pHUCKaM: OT MOTEPHU JaHHBIX K TBOMM aKKayHTam J0 OJOKHPOBKU TBOETO
YCTPOWCTBA, TJI€ YCTAHOBJIEHA HeEJerajgpbHas mnporpamma. He crout Takxke
3a0bIBaTh, YTO CYILECTBYIOT JIETalibHble M O€CIUIaTHbIE MPOTPaMMBbI, KOTOpPbIE
MOYHO HalTH B CETH.

O noprase
CereBru4OK.p( - TBOH IJIaBHBII COBETYUK B CETH. 37I€Ch Thl MOXKEIIb Y3HATH O
0€30MaCHOCTH B CETH IMOHSATHBIM M JIOCTYNHBIM S3bIKOM, a IPU BO3ZHHUKHOBEHUU
KPUTHYECKON CHUTyallM OOpaTUTbCA 3a COBETOM. A TakXe MPHUHATh y4yacTHE B
KOHKYpCax M CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !
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